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CL.e.4.2.1 AT21 Management responsibilities

CL.6.4.2.3 AT.2.3 Disciplinary process
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Information security policy

Purpose

Scope

To define a framework for information security management to protect the Organization’s assets,
primarily information assets from all threats and risks, whether internal, or external, deliberate
or accidental.

To ensure business continuity and minimize damage by preventing and reducing the impact of
security incidents,

This policy applies to:

All personnel of the organization including partners, affiliates as well as third parties.

All information assets (electronic or paper), stored, communicated and processed by the
organization.

All assets relevant to information and information pracessing facilities, including hardware
assets, software assets, information assets, service assets and personnel assets of the
organization,

Definition

1.

Information: Means to convey knowledge, facts, opinions, no matter by itself or through the
system of symbols, codes, alphabets, encryptions or by other methods. Information may exist in
any format that can articulate a meaning. Information can be received from other parties as
well as generated as part of employee operations.
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Information security policy
To preserve the security of business information, customer confidence and organization reputation, the
organization will:
1. Protect information {in all forms) against security incidents and risks by ensuring that important
information witl:

11 Be protected against unauthorized access.
1.2 Be assured confidentiality.

1.3 Have its integrity maintained.

1.4 Have its availabitity preserved.

2. Comply with the 1SO 27001 & ISO 27701 standards for information security and data privacy.

Comply with all Thai legislative requirements,

4. Develop, maintain and test Business Continuity Plans aspect of information security to preserve
the availability and security continuity of important information, resources and services
according to business requirements.

5. Provide information security awareness and training to all staff members as appropriate to their
job duties,

6. Establish an information security risk management process to manage information security
related risks within the organization,

1. Develop specific information security policies, procedures, work instructions and related
documents to support this policy.

8. Design suitable measurements and put in place to measure policy compliance as well as the
effectiveness of security controls,

9. Inform organization personnel, customers, business partners and other third parties who have
access to organization information and information processing facilities of their responsibilities
and obligations with respect to information security.

10. Report, investigate, respeond to and manage information security incidents. All breaches of
information security, whether actual or suspected, will be reported and investigated by the IT
Security Team,

11. Reserve all rights necessary to protect all assets belonging to the organization. This inctudes but
is hot limited to:

11.1  Restricting or revoking any user’s privileges.

11.2  Inspecting, coping, removing, or otherwise altering any data, programs, or other
systems.

11.3  Monitoring the usage of the organization’s information assets and all system activities
to enforce the provisions of information security policies.

11.4  Installing or testing any controls consistent with the requirements of information
security policies.

11.5  Taking any other steps as deemed necessary to manage and protect organization
information systems. These authorities may be exercised with or without notice to the
involved personnel.

w

Enforcement

Enforcing this policy and all retated information security documents announced by the organization
effective for HUMANICA company and all affiliated companies. All of those involved in the operation are
executives, full-time employees, temporary employees, business partners, business agents /
representatives/outsourced third-parties, trade partners, companies or persons who are contract
partners, and service providers are obliged to comply with. However, in some environments that have
limitations might not be able to comply with regutations in this policy and related documents. The
person responsible shall consider the inability to comply and request approval from the executives on a
case-by-case basis.
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Compliance and audit

Employee and related person shall be signed non-disclosure agreement (NDA) and/or other
relevant documents in order to recognition for all information in period of employment that be
asset of organization and unable to use for any other unauthorized in order that use of
organization information, deemed to acknowledge and agree to comply with all the terms of
this policy.

The intention to access organization system without permission, deliberate to input inaccurate
information and intention to change the data without permission that is totalty forbidden,
failure to comply with the information security policy that be considered a disciplinary offense
and to ensure strictly comply with this policy, organization is required to provide for periodic
monitoring the operation of employee and related person, through monitoring internal
operations (Internal audit} and security logs/audit trails, organization reserves the right to take
any action that are necessary to manage and improve the security of information systems and
information technology of organization.

Review and update information security policies

All information security policies of organization shall be reviewed and evaluated in order to update or
confirm the content by top management at least once a year, to ensure that content of policy,
maintaining the completeness, effectiveness and can be used properly.

Disciplinary action

Violation, neglect, desertion or noncompliance with the organization policy considered a disciplinary
offense by top management of organization and if a policy violation is connected to illegal activity,
violators will be prosecuted under the law.

End of document
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